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Abstract— We propose an approach towards detecting Credit Card Frauds using Rough Set
Theory and Artificial Neural Networks. We aim at finding an optimal attribute Reduct using
rough set theory and then using these attributes to train an ANN system which would then
carry out the credit card fraud detection. This hybrid model will maximize the correct
diagnosis by minimizing both the number of false alarms and the number of fraud
transactions not recognized. The foremost step in our proposed model is the reduction of the
transaction data set to ensure a manifold decrease in space and time requirement for fraud
detection. This pre-processed data will then be used for learning and validating the system.
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l. INTRODUCTION

Credit card fraud is emerging as one of the greatest financial challenges faced by humanity
in this era. In the US alone, losses from all types of credit card fraud are projected to exceed
$850 million, representing a 10% increase in fraud losses over 1991[1]. Since only one
financial transaction in a thousand is fraudulent, an accuracy rate less than 99.9% is
unacceptable[2] .

The proposed approach uses a combination of Rough Set Theory and ANN which exhibits
various advantages over other conventional techniques. An advantage of the Rough Sets
theory is that it does not need any assumptions about the independence of the attributes nor
does it require any background knowledge about the data. A neural network also has some
advantages over a linear program as it can perform tasks that the latter cannot. When an
element of the neural network fails, it can continue without any problem because of their
parallel nature. A neural network learns and does not need to be reprogrammed.

1. ROUGH SET THEORY

Rough set theory was introduced by ZdzislawPawlak [3] in 1982. It is a new mathematical
tool to deal with partial information. It deals with the classificatory analysis of data
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tables. A rough set is a formal approximation of a crisp set (i.e., conventional set [x]p) in
terms of a pair of sets which give the lower and the upper approximation of the
original set of attributes P.

e Lower Approximation and Positive Region

The P-lower approximation, or positive region, is the union of all equivalence classes in [X]p
which are contained by (i.e., are subsets of) the target .The lower approximation is the
complete set of objects in U/Pthat can be positively (i.e., unambiguously) classified as
belonging to target set X [7].

e Upper Approximation and Negative Region

The P-upper approximation is the union of all equivalence classes in [x]p which have non-
empty intersection with the target set .The upper approximation is the complete set of
objects that in U/ Pthat cannot be positively classified as belonging to the complement ()
of the target set X. In other words, the upper approximation is the complete set of objects
that are possibly members of the target set X.

The set U — P Xtherefore represents the negative region, containing the set of objects that
can be definitely ruled out as members of the target set [7].

The tuple (BX.?X)composed of the lower and upper approximation is called a Rough Set.

The accuracy of the Rough-Set representation of the set X can be given (Pawlak 1991) by
the following:

PX] ()
This provides a measure of how closely the rough set is approximating the target set[6].

e Reduct and Core

Reduct can be thought of as a sufficient set of features — sufficient, that is, to represent the
category structure.The set of attributes which is common to all Reducts is called the Core
i.e. it is the set of attributes which is possessed by every legitimate Reduct [10]
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Figure 1: Framework of the proposed Rough Set system

N/
% % Nikita Gupta, ArchanaDhankar, Karan Singh Ranawat, ShivyaNautiyal

Journal of Computer

Applications

12



Journal of Computer Applications ISSN: 0974 - 1925,
Volume-5, Issue EICA2012-1, February 10, 2012

1. ATTRIBUTE SET FOR CREDIT CARDS

Credit card faud detection system is a data driven processing system. And the timely
detection of abnormal transaction requests need to be identified as fast as possible.Thus
appropriate selection of attributes is a critical step for increasing the efficiency of the model.
This ensures elimination of redundant features and hence decreases the time complexity of
fraud detection. The use of Rough set theory has been proposed for the same to reduce the
space dimension as well as the training time.

A. Feature Selection using ROSE

ROSE2 (Rough Sets Data Explorer) is a software implementing basic elements of the Rough
Set theory and rule generation techniques [4],[5]. It has been created at the Laboratory of
Intelligent Decision Support Systems of the Institute of Computing Science in Poznan [8]
ROSE is a micro computer software designed to analyze data by means of the Rough Set
theory. Ithas a modular architecture consisting of an integrated environment and external
executable modules.

The system contains several tools for rough set based knowledge discovery, e.g.

e data preprocessing, including discretization of numerical attributes

e performing a standard and an extended rough set based analysis of data

e search of Reducts and a Core of attributes permitting data reduction

e inducing sets of decision rules from rough approximations of decision classes
e evaluating sets of rules in classification experiments,

B. The Rough Set Methodology

Step 1: Identification of the type of an attribute:

e The conditional attributes: These are represented by the 24 fields in our data set
corresponding to the various user credit card details given during an online purchase.

e The decision attributes: representing whether the given transaction details are fraudulent
or not.

Step 2: Calculation of equivalence class using the Decision attribute.

Step 3: Calculation of equivalence class using the conditional attributes.

Step 4: Generation of rules based on the comparison of the equivalence classes
obtained in steps 1 and 2.

Step 5: Simplification of the dataset

o Calculation of attribute Reduct-The dispensable attributes can be dropped without
Affecting the decision rules
o Calculation of the value Reduct for each rule[14]
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IV.  ARTIFICIAL NEURAL NETWORKS

It is a computing paradigm designed to mimic the human brain and functioning of the
nervous system.

A. Neuron : The Basic Building Block

The black box section of the neuron consists of an activation function F(X), in our case its
F(wSum — T) where wSum is the weighted sum of the inputs and T is a threshold or bias

value[9].
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Figure 2: The Neuron as a Black Box

n
wium = Zweighti X input;
@

Where, The most common activation functions include the step function and the sigmoid
function. We will be using the sigmoid function in our proposed system.
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Figure 3: Graph of the sigmoid Function
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The sigmoid function has an asymptotic nature and is easily differentiable.
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B. The Learning Procedure

Machine Learning is primarily of three types : Supervised, Unsupervised and Reinforced
learning. In supervised learning, the training data consist of a set of training examples where
each sample instance consists of an input vector with a class label ,i.e output of the data is
known a-priori. Back Propagation Method is an example of the gradient descent type of
Supervised Leaning.

We will be using a Feed forward network where the value of the output (the value of the
activation function for the weighted sum of inputs) at a neuron is calculated and then used as
the input for the next layer.

The basic procedure is as follows:

» Processing an input pattern through the function

e Calculating the error (Mean Square Error)

*  Updating the weights according to learning rate and error
*  Repeating the process with the next pattern

C. Back Propagation Method

It is the method we will be using for adjustment of weights. The input is fed in and the errors
are calculated and filtered back though the network making changes to the weights to try and
reduce the error.

Back Propagation (generalized gradient descent) is a generalization of the LMS (least mean
square) algorithm..

The Mean squared error is used as the performance index. This is achieved by adjusting the
weights. The generalized delta rule does this by calculating the error for the current input
example and then back propagating this error from layer to layer.

MSE — ¥ desired value i — actual value i)?

n

wheren = number of patternsinset (4)
The Back Propagation Network learns during a training epoch described as follows:
For each input entry in the training data set:

e The input data is fed in (feed forward).
e The output is checked against the desired value and the error is fed back (back-
propagate).

Where back-propagation consists of :

e Calculation of the error gradients.
e Updating of weights.
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These are some commonly used stopping conditions used for neural networks: setting the

desired accuracy , setting the desired mean square error and specifying an upper limit on the
elapsed epochs[9].
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Figure 4: Architecture of a basic multilayer neural network

l. The Neuron Error Gradients

The weight changes are calculated by using the gradient descent method. This means we
follow the steepest path on the error function to try and minimize it.
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Figure 5: Error Gradient

This is the formula to calculate the basic error gradient for each output neuron k:

G = ¥ie(1 =y (i = i) | ()

Where, y is the value at output neuron k and dy is the desired value at output neuron k.
1. The Weight Update
The final step in the algorithm is to update the weights, this occurs as follows:

The alpha value is the learning rate , this is usually a value between 0 and 1.
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wi; = wi; + Aw;; and wy, = wy, + Awy

where Aw;;(t) = a.inputNeuron,.§;

and Awy, (t) = a. hiddenNeuron,. 5,

a — learning rate
6 —error gradient ()

It affects how large the weight adjustments are thus also alters the learning speed of the
network. This value needs to be carefully selected to provide the best results.

Heuristic modifications of backpropagation

Following are the two heuristic modifications that can be made to the Back Propoagation
Method for enhanced performance and improved efficiency :

e Momentum

e Learning rate
Back propogation is also called generalized gradient descent and generalized delta rule. The
aim is to find the global minimum in the Back Propagation error space.

The use of momentum will smooth out the oscillations and produce a stable trajectory by
averaging theupdates to the parameters that helps in faster converge.

The only change to the implementation is in regards to the weight updates[9]
Wy = Wy +Awy; and wy, = wy +Awy
whereﬂu;j(t) = g fnpur;\feur'on].c‘i, and ﬂu}k(r} = {. Jtiddem’\u’eumnj.ﬁk
@ - learning rate
§ —error gradient
Those weight updates now become:
Aw(6) = a.inputNeuron,.§; + f.Aw; (£ - 1)

Bwy (t) = @ hiddenNeuron,.5, + B. 4w, (t—1)

where f — momentum constant @)

The learning rate is constant throughout training (standard steepest descent). The
performance is very sensitive to the proper setting of the learning rate

Very small value will cause slow convergence while too big will have oscillation,
overshooting of the minimum
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possible to determine the optimum learning rate before training as it changes during
and depends on the error surface. The goal of variable learning rate is to keep the

learning rate as large as possible while keeping learning stable.

Typically the number of hidden neurons and hidden layer is determined by trial and error.

No Momentum
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Figure 6: Comparison of learning with and without momentum

The task constrains the number of inputs and output units but not the number of hidden
layers and neurons in them[15].

e Too many free parameters (weights) — overtraining
e Too few — the network is not able to learn the input-output mapping
e A heuristic approach would be to start with: 1 hidden layer with n hidden neurons
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1. EXPERIMENTAL RESULTS

A. Attribute Reduct
The Reduct is calculated using ROSE?2 software

% Reduct Viewer - C:\Program Files\ROSERexamplesitryrdf | = B | 22

File iew

B Close

Reduct Length
A2, 84 AT AT0 AT6

A2 A3 A4 AB AT AT0
A2 A4 AB AT A3 410
A1, 42, 473, A4, 48, 410
A7, 42, A4, AB. A9, 410
AT, A2, A3, A4, 49,410
A1, A2, A4, AB, A9, A10
A1, 84 AB AT A3 A10

[ N R ]
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MNumber of reducts: 8

Figure 7: Attribute reduct

B. ANN learning

The Back Propagation Algorithm is implemented and is trained for a given dataset. The
Input is first divided into training set, generalization and validation set. The mean square
error and accuracy is calculated..Our priliminary results have yielded the following results:

B "CAUsers\win-7\Desktop\dataset\Debug\main.exe” ‘ﬂ‘ﬁ
Data File Read Complete >> Patterns Loaded: 1008

MSE: @.345386 %. MSE: B.292162
= B.315467 GSet =71, 5' .288667
.313249 GSet
-312325 GSet

: B.285042
@ B8.285042
8.285042
B.285642
a.285642
a.285842
A.285042
A.285642
a.285842
A.285841
B.285041
0.285641

: MSE: B.310845 115 MSE:
Epoch focitan: TEE: 07310043 Ghor hocitii®r: Ter: Diiocedr

Training Complete Elapﬂed Epochs: 588
Validation Set Accuracy: 71.
Validation Set MSE: B. ZEEE‘!I

—— END OF PROGRAM ——

Figure 8: Efficiency of Back propagation
e Validation Set Accuracy = 71.5%
e Validation Set Mean Square Error = 0.285041
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V. CONCLUSION

In this paper we have proposed a model for detecting credit card frauds using Roughset
theory for data reduction and Artificial Neural Network for learning the input data pattern.
We propose to increase the accuracy futher in the subsequent phases of the Software
Development Life Cycle.

In future we will then extend this work to develop a fully deployable system with a user
friendly GUI for easier and faster detection of online frauds pertaining to credit cards for
use by various banking and financial organisations to safeguard themselves and their
customers. A comparative study of our proposed algorithm will also be made to determine
its relative efficiency vis-a-vis other algorithms developed.
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